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Innominate mGuard Innominate

1. 4.2.3

2.1
mGuard Smart / Core
Ultra Compact Single Board Computer
Intel IXP42x 533 or 266 MHz Network Processor
RS232 [ mGuard Core Only ]
32MB or 64MB SDRAM
16MB FLASH
USB (5V 500mA DC) AC (110- 230V AC)
:0-70 (mGuard Core Only) 0-40 ( mGuard Professional Enterprise )
: 20-90%
Two Ethernet 10/100 Mbit/s
RJ45 , Short wire with RJ45 ( mGuard Professional, Enterprise )
RJ45 , JST KR male ( mGuard Core only )
LEDs ( 3LED)

(AC100V) USB
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mGuard Delta
Compact Single Board Computer
Intel IXP42x 533 or 266 MHz network Processor
RS232
64MB or 128MB SDRAM
16MB or 32MB FLASH
(110 - 230V AC)
1 0-40
: 20-90%
One Ethernet interface 10/100 Mbit/s, RJ45
One integraded 4 Port Ethernet switch 10/100 Mbits, RJ45
LED

mGuard PCI
32bit low profile PCI 3.3V/5V universal card, 66MHz capable
Intel IXP42x 533 or 266MHz Network Processor
RS232
64MB SDRAM
16MB FLASH
PCI bus operation with driver or PoPCI ( Power over PCI ) mode
:0-70
Two Ethernet interfaces 10/100Mbit/s, RJ45
LEDs

mGuard Blade
mGuard blade ID-Bus system
Intel IXP42x 533MHz or 266MHz Network Processor
RS232
64MB SDRAM
16MB FLASH
1 0-40
Two Ethernet interfaces 10/100Mbit/s, RJ45
LEDs
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EAGLE mGuard / mGuard Industrial
Rail mountable case
24V industrial power supply standard
Intel IXP42x 533MHz network Processor
v.24
64MB SDRAM
16MB FLASH
:0-55
Two Ethernet interfaces 10/100Mbit/s, RJ45
7 LEDs
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2.2
VPN Functionality

: X.509 v3

VPN
IPsec DES 56bit
IPsec 3DES 168 bit
IPsec AES 128bit, 192bit, 256bit

Encryption Support [ AES support depending on processor stepping |

IPsec

RSA (up to 4096 bit key )
MD5 128 bit, DHA-1 160 bit check sum
Main and Quick Procedure for Internet Key Exchange  IKE
Perfect Forward Secrecy ( PFS)
NAT-T
Dead Peer Detection ( DPD ) per RFC3709
L2TP ( Layer 2 Tunneling Protocol ) ( mGuard Enterprise )

1:1 Address Rewriting in Tunnel
Firewall

(VPN )

SYN and ICMP
L2 MAC/ ( )
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Networking
: single client automatic, single client static, multi-client
PPPoE
PPTP
NAT
IP
VLAN ( VLAN Tags ) in router and stealth mode

Other Functions

SNMP v1/2 and v3
SNMP Traps v1
SSH ( )

Configuration Profile Handling

Transparent Bridging

NTP

Dynamic DNS Registration

LLDP Link Layer Discovery

Blade : automatic configuration handling by blade controller
Industrial : ACA Auto Configuration Adapter support

Copy Protected File System

Hardware Integrity Check

Software Integrity Check

( optional )Visees: iopruatfiAmtion hardware wit
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3

3.1 ver4.2.2 ver4.2.3

Dead Peer Detection DPD IPsec SA
VPN

3.2 ver4.2.1 ver4.2.2

( CVE-2007-0897, CVE-2007-0898, CVE-2007-0899, CVE-2007-1745,
CVE-2007-2650)
Dead Peer Detection DPD

VPN dproc/net/ipsec_erouted

3.3 ver4.2.0 ver4.2.1
ARP Reply
Configuration Pull
VPN GUI o} f
( CVE-2006-6481)

SNMP trap
34 ver4.ll verd.2.0
VPN 1:1 NAT
VPN Auto ARP Response

NAT-T DPD

( CVE-2006-4182, CVE-2006-5295, CVE-2006-5874 )
User Firewall ~ Timeout(Dynamic)
VPN

3.5 ver4.1.0 ver4.1.1
Bug
User Firewall Filter
VPN

3.6 ver4d.04 ver4.1.0
User Firewall RADIUS Group
User Firewall SNMP Trap

User Firewall
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Firewall Filter
L2 / Ring coupling

User Firewall

3.7 ver4.0.3 ver4.0.4
Bug

3.8 ver4.0.2 ver4.0.3
Bug
Ver4.0.2 IPsec Firewall

3.9 ver4.0.1 ver4.0.2

Bug
VPN
PPPoE DynIP
VPN
3.10 ver4.0.0 ver4.0.1
Bug
SNMP
VPN IKE
AVP
Windows Update CAB AVP
3.11 ver3.l.1 ver4.0.0
GUI
GUI
AVP Scan Engine
User RADIUS
VPN 1:1 NAT

3.12 ver3.1.0 ver3.1.1
Bug
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SNMP

Link Up/Down  SNMP Trap (Delta )
VPN

NAT-T

SNMP LAN ICMP

3.13 ver3.0.0 ver3.1.0
mGuard Delta
FTP (get/put)
LLDP

3.14 ver2.3.1 ver3.0.0

= ( )

(VRRP)
L2MAC
SNMP Trap
TAG VLAN
LLDP
DHCP ( )
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4.2.3

VPN
MAC ( )
LLDP IP
Dynamic IP VPN RSA /Dynamic DNS

mGuard PC ping
( PC / )
Exchange server SMTP

SNMP Trap
POP3 SMTP
SMTP SMTP
SMTP
Dynamic TCP UDP
ICMP

mGuard ver4.x.x Update

2007 /11/07
Innominate

160-0004
4 4 1 YM
TEL : 0371 5363 - 3005
FAX: 037 5363 - 0945

http://www.e-security-ads.com
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