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1. Configuration
1.1 General Questions

No 1.11 mGuard Route netstat
Route netstat
mGuard  iproute2

No 1.1.2 mGuard
mGuard PCI
Windows XP/2000 , Linux

No 1.1.3 mGuard
e_
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mGuard mGuard
No 1.1.4 / / PPPoE | PPTP
mGuard
PC mGuard
PC IP
mGuard
PC
PC
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mGuard

mGuard
PC IP / MAC
mGuard PC IP
mGuard
PC P

mGuard

PPPoE/PPTP
mGuard PPPoE / PPTP mGuard DSL
mGuard DSL

No 1.1.5 mGuard LED
LED
mGuard

No 1.1.6 MTU ?
3.00 mGuard -> -> MTU

No 1.1.7
mGuard
(AUTO MDI/MDX )
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No 1.1.8 ISDN mGuard
mGuard
No 1.1.9 WINS ?
mGuard -> -> DHCP WINS

No 1.1.10 NAT Network Address Translation

P ( ) ( )

No 1.1.11 NAT-T Network Address Translation Traversal ?

NAT/IP

No 1.1.12 HTTPS
mGuard -> -> HTTPS

No 1.1.13 mGuard
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1.2 Stealth mode

No 1.2.1 Stealth ?

mGuard IP

PC mGuard
mGuard IP
mGuard
PC IP

mGuard

PPPOE

No 1.2.2 Stealth / /
mGuard
PC IP IP
mGuard
PC IP / MAC mGuard
PC IP
mGuard
PC P

No 1.2.3 mGuard Ping
omGuard ICMP
o PC
WindosXP
o PC VPN
VPN
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No 1.24 https://1.1.1.1 mGuard

oWEB
o PC
o PC
omGuard PC
o PC
ARP
e- mGuard
http.//www.e-security-ads.com
No 1.25 PC mGuard PC mGuard(lP=1.1.1.1)
?
mGuard IP=11.11 IP
No 1.2.6
PC ARP
ARP mGuard PC
Guard PC
PC
PC ARP
No 1.2.7 WEB Unknown host 1.1.1.1
WEB
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No 1.2.8 mGuard

mGuard

1.3 Router mode

No 1.3.1 mGuards
mGuard
ICMP

No 1.3.2

No 1.3.3 WEB
omGuard

omGuard

No 1.34 PPPoE
oNAT
o PC

ttached security

-> -> HTTPS SSH
PC mGuard IP
(PPPOE / PPTP)
IP ping
-> ->
mGuard
IP PC
mGuard
e_

http.//www.e-security-ads.com

DNS
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2 Software Update, Recovery- and Flash Procedure

2.1 Software Update

No 21.1 mGuard
mGuard

No 2.1.2

“ tar: Invalid gzip magic ”

*targz Internet Explorer * tar.tar

No 2.1.3

“ Not a valid hostname or IP address “
update.innominate.com IP

mGuard -> ->DNS DNS
mGuard PC
ICMP MAC
No 2.14
“ 404: HTTP/1.0 404 Not Found “
mGuard -> -> ” https.// “
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No 2.1.5
“ HTTP/1.0 401 Authorization Required

mGuard -> ->

No 2.1.6
*“ Update message 35 packages not installed completely

mGuard

No 2.1.7
“ Update message 1 package not installed completely — Please reboot

mGuard
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2.2 Recovery Procedure

No 221
mGuard
o PPPOE IP

192.168.1.1
PCI 1111

No 2.2.2
SSH HTTPS VPN, ,

2.3 Flash Procedure

No 2.3.1

No 2.3.2
e- mGuard
http.//www.e-security-ads.com

No 2.3.3 Windows TFTP/DHCP

PC IP
oTFTP
o<Settings> <OK>,
oTFTP Restart
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No 2.3.4 DHCP IP LED
TFTP
No 235
* The system cannot find the file specified (rollout.sh)
rollout.sh
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3 VPN

3.1 General Questions

No 3.1.1 10 VPN VPN IP
IP mGuard VPN
No 3.1.2 PSK
o IP
P DynDNS
oVPN NAT
PSK X.509 RSA

No 3.1.3 Dead Peer Detection(DPD)

Dead Peer Detection 3
Delay 3
=120 Hold Delay 30
VPN 30 mGuard
DPD Keep Alive Query HELLO ( R_.U THERE)
120 Keep Alive Query mGuard

ACK ( R-U-THERE-ACK )

No 3.1.4 mGuardn NAT

o mGuard * mGuard *
mGuard -> VPN ->

o X.509

omGuard VPN ” Yhany

NAT UDP:500  UDP:4500
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3.2 VPN Tunnel Problems

No 321 DynDNS VPN
mGuard -> -> DynDNS
No 322 DynDNS VPN 2 3
mGuard -> -> DynDNS
No 323 VPN
PC mGuard IP
No 324 VPN ?
VPN 1 (ISAKMP) / 2 (IPsec)
1(ISAKMP)
o (PSK) X509 (RSA)
OISAKMP
1(ISAKMP) 2(IPsec)
olPsec
O
No 3.25 VPN ipsec deamon
mGuard -> ->
Web
VPN
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No 3.2.6
“cannot initiate connection without knowing peer IP address “

(PSK) VPN ” Yhany”
PSK IP DynDNS
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4 Firewall

No 4.1

o UDP TCP From Port To Port

No 4.2

mGuard

No 4.3

=TCP From Port=any To Port=80

No 44 PC mGuard ICMP Echo Request
ICMP

No 4.5
PC
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No 46 MAC PC PC

MAC

Source MAC = xx:xx:xx:xx:xx:xx Destination MAC = xx:xxx:xx:xx:xx:xx Ethernet protocol = IPv4 Action = Drop

No 47 1:ANAT
1.1 NAT

mGuard 192.168.1.0/24 ( )
10.1.0.0.716 ( )

Firewall = 1:1 HAT

Eutermal natwark

16010 -

s X
«0

Blegge nobe: Thet oo rokes wonl aeely bo the Steaith mods,

Masquerading:
192,168.1.27 <-=> 10.,1.0.27

192.168.1.28 <-> 10.1.0.28
192.168.1.29 <-=> 10.1.0.29
192.168.1.20 <-=> 10.1.0.20

Source IP
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2 [Production Site]( IP:192.168.1.0/24 )
IP:10.1.0.0/16  Corporate Network
1.1 NAT Corporate Network
Corporate Site Production Site

Production Site 1

Network

192 168.1.10
—_—

192.168.1.254 JA.0.
192.188.1.11 7’ 10.1.0.100

192.168.1.12 Q—J mGuard S |

Router Mosde - -
192.168.1.0/24 1:1 NAT: i {J
192.168.1.0/24 <= 10.1.1.0024 —_—
—
192.168.1.11 Q 192.168.1.254 10.1.0.101
-_— ’
192168112 b mGuard 10.1.0.0/16

Router Mode

——
192.168.1.0/24 1:1 NAT:
j 182,168.1.0/24 <> 10.1.2.0/24
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No 4.8
mGuard -> -> MAU
LAN MAU mGuard MAU
( FDX= HDX= )
PC LAN mGuard  MAU
FDX / HDX
PC LAN FDX mGuard
HDX
5 Services
No 5.1 NTP NTP
mGuard  DNS mGuard -> -> DNS
No 5.2 DHCP
DHCP
omGuard IP
oDHCP mGuard
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6 Anti Virus Protection (AVP)

No 6.1
2

oVoucher Serial Number
oVoucher Key
mGuard -> ->
1 2
mGuard -> ->

e- mGuard

http://www.e-security-ads.com

No 6.2 mGuard 5Mbyte 5Mbyte

mGuard

No 6.3 AVP
Error messages in Anti-Virus -> Update Logs: Trying to update from server
http.//anonymous.anonymous@downloads.kav.innominate.com/bases/arm set/ FATAL ERROR:

AVP

omGuard -> -> DNS DNS
o PC ICMP Echo Request
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7 Third Party Products
No 7.1 TFTP

mGuard ( ) UDP

No 7.2 mGuard IPX

mGuard IP/IPX
MAC IPX
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